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Distinction between "jamming”

S Radio jamming is the deliberate jamming. blocking or interference with wireless communications." In some cases, jammers work by the transmission

of radio signals that disrupt communications by decreasing the signal-io-noise ratio. ™

~ NMethod
The concept can be used in wireless data networks to disrupt information flow ! It is a common form of censorship in totalitarian countries, in order to

Types of jammers
P ] prevent foreign radio stations in border areas from reaching the country.!
v History
Jamming is usually distinguished from interference that can occur due to device malfunctions or other accidental
IIJ“'-" \ '\'l i i : 3 i i 3 i + & i
BEBGESS circumstances. Devices that simply cause interference are regulated differently. Unintentional "jamming” occurs S

Cold War era when an operator transmits on a busy frequency without first checking whether it is in use, or without being able | Vietnamese siren jammer irying to &
Post Cold War (1989—present) to hear stations using the frequency. Another form of unintentional jamming occurs when equipment accidentally /2™ Radio Dap Loi Song Nui, an ant-
: : - ) : ) government and communist radio
China radiates a signal, such as a cable television plant that accidentally emits on an aircraft emergency frequency. station.
Iran

-, Distinction between "jamming” and "inta];*ference" [ edit ]
RUSSIA

nowadays most radio users use the term "jamming"” to describe the deliberate use of radio noise or I
signals in an attempt to disrupt communications (or prevent listening to broadcastsjwhereas the term "interference” is used io describe unintentional
Torms of diSTUpHON (WHICH are far more common). However, the distinction 1s still not universally applied. For inadvertent disruptions, see electromagnetic
See also compatibility.

MAafrranoan

T — Originally the terms were used interchangeably b

In fiction
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What does the FCC say about jammer? narda A
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H{C, communications CATEGORY  BUREAUS & OFFICES

About the FCC Proceedings & Actions Licensing & Databases Reports & Research News & Events

The use of a phone jammer, GPS blocker, or other signal jamming device designed to intentionally block, jam, or interfere with authorized radio
communications is a violation of federal law. There are no exemptions for use within a business, classroom, residence, or vehicle. Local law enforcement

agencies do not have independent authority to use jamming equipment; in certain limited exceptions use by Federal law enforcement agencies is authorized in
accordance with applicable statutes.

Itis also unlawful to advertise, sell, distribute, import, or otherwise market jamming devices to consumers in the United States.

The use or marketing of a jammer in the United States may subject you to substantial monetary penalties, seizure of the unlawful equipment, and criminal
sanctions including imprisonment.

JATTIINNE Prompen

Signal jamming devices can prevent you and others from making 9-1-1 and other emergency calls and pose serious risks to public safety communications, as
well as interfere with other forms of day-to-day communications.

The use of a phone jammer, GPS blocker, or other signal jamming device designed to intentionally block, jam, or interfere with authorized radio
communications is a violation of federal law. There are no exemptions for use within a business, classroom, residence, or vehicle. Local law enforcement

agencies do not have independent authority to use jamming equipment; in certain limited exceptions use by Federal law enforcement agencies is authorized in
accordance with applicable statutes.

It is also unlawful to advertise, sell, distribute, import, or otherwise market jamming devices to consumers in the United States.

The use or marketing of a jammer in the United States may subject you to substantial monetary penalties, seizure of the unlawful equipment, and criminal

canctinne includine impriconmen
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Past and Today

* 20 Years ago, jamming was only known * Today, you can buy jamming equipment via the internet
to military and government from 7 USS/€

* E.g., protection of military or presidential
vehicles against IED (Improvised
explosive device).

1x GPS Signal Interference Blocker Anti T
Case Car Power Supply Auto

Gesamt EUR 6,99

bne Blocker For

THAMKSBUYER annel 5SW max (power of 5G frequency is slightly lower), total power
Moy shell: wear-resistant and scratch-resistant, sturdy and durable to use
ooperates with holes of aluminum alloy body to dissipate heat in all directions

can accommodate up to 10 signal frequency bands, which can cover as many signals as
possible, and can also do multiple frequency bands in a single channel, and the effect is doubled
5. Compact design: easy to place in any position without taking up too munch space

6. One switch makes it easy to use; support 24 hours of uninterrupted work

2G 3G 4G 5G Wil : :
© 7. Suitable for schools, conference rooms and other occasions

Application:

1. Prevent illegal and criminal activities through mobile phones, such as prisons, detention
centers, and other judicial places.

2. Prevent the leakage of important information or business secrets, such as real estate
transaction sites, commercial conference rooms, troops and important confidential places,
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Why do people use GPS jammers: narda A
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To intentionally block or interfere with GPS signals to conceal one’s location/activity.

Stealing of luxury car (no alarm possible)

Prevent employees from accurately tracking vehicles, time on the road, unauthorized use of vehicle

Car-Insurance fraud (No assessment of driving habits or distance traveled)

Blocking alarms during bank-robbery

Preventing communication of security forces during a protest

Concealing the location of a device
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Spoofing of GPS Signals, Jammers evil Twin
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GPS Spoofing:

e Deliberately transmit GPS like signals which tricks GPS
receivers into believing the signal is from a different location
then they actually are.

e Capture signals from a different position and re-broadcast
them.

Why

| 100 mi
200km

e Cause vessels off course into hostile waters
* Disable a vessel in low waters or sand bank.
* Hide activity illegal activity

* Hide military operations, stealth.

€he New Aork Eimes

How Fake GPS Coordinates Are

Leading to Lawlessness on the High
Seas

SAINT LUCIA

® Reliable spotted near Punto Fijo
“on Dec. 30,2021

VENEZUELA
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Detection of a GPS Jammer
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How does a GPS Signal look like? narda A
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e GPS-satellites are in an altitude of
20,000 km / 12,600 miles

e Their signal on earth is very small, which means
they are easily disturbed

* The most popular GPS-Band is in the upper L-
Band @ 1575.42 MHz

L 3 Lower L-Band > € Upper L-Band w3

W/ANGP / Ja0d

[ cpsBands [ ionassBands [ GALILEO Bands || GALILEO SAR Downlink

ARNS : Aviation Radio Navigation Service RNSS : Radio Navigation Satellite Service

GRAFIK: GSSC.ESA.INT/
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Major questions: narda A
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* |s an automatic antenna as Narda
ADFA/SignalShark sensitive enough to
detect a small GPS-jammer?

* Which is the minimum distance?

 If ajammer is active, is ADFA/SignalShark
still able to operate?
Remember, automatic localization
process is based on GPS-information
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Lucky coincidence: harda A

GPS problems reported from a parking lot close to Narda factory Safety Test Solutions
frote 8 mEER T b %@ X i * A colleague reported that she repeatedly
L :% i Mgt P Sl N i %%s f had problems with her car's navigation
5 Ry «%‘%% \ system in a parking lot.
TN \’M * The suspicion: another car with a GPS
jammer.

zerd
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Setting of SignalShark Spectrum-view Safety Test Solutions

* GPS Spectrum allocation (L1):
— Fcent 1.57 GHz
P i—— %50 @ A e E] = e — Bandwidth 24 MHz

9" dx
e |RSSl. . . s Ref. Lev. Atten.
. — — 5145 0

EEEEVRENY - Setting SignalShark Spectrum into the same range

Jearing
‘tune 1.569 911 28 GHz CBW 25.6 MHz Fma;‘

j? \zimuth Corr.=  0.0° North Ref. = GNSS Velocity dBm J _— Fcent 1,57 GHZ
-40
i ic i Lrange . .
‘ WO i e IRy P G — Bandwidth 40 MHz to “see” also the surrounding

-60
1 40 80 ¥ dB
.70:90: 0 : i — Full sensitivity, Attenuator 0 dB
40 “Ie GHz i
180° U

-80
- 0.7° : : “.: ’
o i _ * Now, spectrum is showing “silence
viap [:::]

Ftune 1.57 GHz Lon 9°13'41.7"E

o

Spectrum

wgp / Jamod

1.56

Traces

Display

-145 dBm|0 dB| Off Fcent 1.569 911 28 GHz | RBW 800 kHz | Meas. Time 10 ms|Scan No.
1|Fspan 40 MHz Scan Time 370.2 ms Scan Count
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Setting of SignalShark Bearing-view harda A
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e GPS Spectrum allocation:
— Fcent 1.57 GHz
BB 2021-05-12 @ 17:10:47 A E~~ - — )
Q' dlx {é}ABL[ED =) — e — Bandwidth 24 MHz

RT Spectrum || Auto DF || Autc Re1f.4 LSev. Att;n.

Spectrum ' I |' oo [O] dma .  Setting SignalShark Bearing into the same range

Ftune 1.569 911 28 GHz CBW 25.6 MHz e
(RAMUUTCON. = U0 WoiuTeel. - Gssvelodty | dBm — Fcent 1.57 GHz

C L . . . .
"(DO - itk o o — Channel Bandwidth 25 MHz, marked as a blue window inside

80 .
Feent Spectrum-view
1.569911 28
GHz

Fspan
~ 155 1.56 157 158 80 97% bdé’;] %
Frequency / GHz : MHz

Map . U =
Ftune 1.57 GHz 247" Lon 9°13'41.7"E ﬁf{g

Config

Traces

Display

RL|Att.|Of. -145 dBm| 0 dB| Off | Fcent 1.569 911 28 GHz |RBW 800 kHz | Meas. Time 10 ms | Scan No.
Input 1/ Fspan 40 MHz Scan Time 370.2 ms Scan Count
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Setting of SignalShark Bearing-view
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D 20210512 @ 17:10:47 {@}‘BL [ED Qvl:] Ev Main

9 gl

Spectrum

Ftune 1.569 911 28 Gilama™M
Azimuth Cor North Ref. = GNSS Velocity dBm

-20
-40
-60
-80

40

A
v

Map
Ftune 1.57 GHz Lat 48°2724.7"N

200 m Ll

Input 1|Fspan 40 MHz Scan Time

* North reference is the GNSS velocity

Ref. Lev.| Atten.

-14.5 0

D dsm 4 dB

Ar A Lmax

-14.5

@O Azimuth Elevation DF Quality Lrange
pe

110
dB

Fcent
1.56991128
GHz
Fspan
40
MHz

RBW

800

kHz

Config

Traces

Display

LA ©0

RL|Att.|Of. -145 dBm|0 dB| Off| Fcent 1.569 911 28 GHz| RBW 200 kHz | Meas. Time

10 ms|Scan No.
370.2 ms Scan Count
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Setting of SignalShark Bearing-view narda A
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 RMS level inside the blue window is displayed by the bar-graph

5 1210512 @ o 05,0 © R 5 E = = e Threshold (red bar) for RMS level is set above the RMS-level, so

rr— [y T only bearing results with a level just above noise will be

S -14.5 0
gy (O] dmd a8 accepted

Ftune 1.569 911 28 GHz CBW 25.6 MHz e

@O Azumuth Elevation DF Quality RMS Lrange

80
Fcent
1.56991128
GHz
1.56 157 1.58
Frequency / GHz

180° 97 % -83.63 Fspan
322.4° dBm 40
MHz

Map U RBW

Ftune 1.57 GHz Lat 48°2724.7"N Lon 9°13'41.7"E ﬁf{g

4

Config

Traces

E Display
g
&
. %,
200m 2] ; y .
RL|Att.|Of. -145 dBm| 0 dB| Off | Fcent 1.569 911 28 GHz |RBW 800 kHz | Meas. Time 10 ms | Scan No.
Input 1/ Fspan 40 MHz Scan Time 370.2 ms Scan Count
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Setting of SignalShark Bearing-view
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D 20210512 @ 17:10:47 {@}‘BL [ED Qvl:] Ev Main

e Ref. Lev.| Atten.
N IE dBmd dB 4

9 gl

Spectrum
-20
-40
-60
-80

A
Vv

Map

RL|Att.|Of.
Input

200 m Ll

Ftune 1.569 911 28 GHz CBW 25.6 MHz e

_AzimuthCorr=_00° ___ NorthRef.= GNSSVelocty | d8m

J
@O Azimuth Elevation DF Quality Lr??ge
pe

40 . ds
i 0 0 K Fcent
4 1.56991128
GHz

Fspan
40
e MHz

RBW
800

Ftune 1.57 GHz Lat 48°2724.7"N kHz

Config
Traces

Display

-145 dBm|0 dB| Off Fcent 1.569 911 28 GHz | RBW 800 kHz | Meas. Time 10 ms|Scan No.
1|Fspan 40 MHz Scan Time 370.2 ms Scan Count

* Bearing direction will be indicated inside the polar diagram and
as a red line inside the map

narda@iymiT=q wwnw.narda-sts.com

© Narda Safety Test Solutions GmbH
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Setting of SignalShark Map-view Safety Test Solutions

* The map section has been chosen so that the parking lot is in
the center
BB 2021-05-12 @ 17:10:47 {@}‘BL[ED Qvl:] m — e

Ref. Lev.| Atten.
-145 0
dsm 4 dB

Ftune 1.569 911 28 GHz CBW 25.6 MHz e

Lrange
110

" 40 80 P dB
& Fcent

1.56991128
4 e GHz

97 %

Q@O Azumuth Elevation DF Quality

wgp / Jamod

~+ ADOATINA TUAI

Traces

Display

-145 dBm|0 dB| Off | Fcent 1.569 911 28 GHz | RBW 800 kHz | Meas. Time 10 ms|Scan No.
1|Fspan 40 MHz Scan Time 370.2 ms Scan Count

RL]AtL. |OF.
Input

© Narda Safety Test Solutions GmbH
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The Hunt .
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* Red point is indicating the current position of the car,

B QUi S gy (= ) (&) 2 (1) b (K] (] = — * Attached black pointer the direction of measurement antenna

s ADFA
O o T |

Spectrum +Pk RMS O] | Bearing & 4 dsmd
Ftune 1.569 911 28 GHz CBW 25.6 MHz

-20
Azimuth Corr.= 0.0° North Ref. = GNSS Velocity

-40
-60
-80

@O Azimuth Elevation DF Quality Record Bearings
0°
On off

wgp / Jamod

N
~
o

A 55 5 Y 4 Save
Vv { enc Localization

Map
Ftune 1.57 GHz

Stop and Save
Localization
oca on 4

Display

Scﬂom,‘e rgs ado n

RL|Att.|OF. 145dBm|0dB|Oﬁ Zoom Level 16/LatC -
Input 1 LonCent. 9°13

18
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The Hunt narda A
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 First valid bearing result from a distance of approx. 200 meters

* Open red triangle is telling continue driving north-west

R T =1 = ] C1 2 1 20| = o cont.toc

|7 Spectrum | Auto 0F || Auro DF01 || (4 ] Atten. | Ref.Lev.
0 -14.5
Spectrum RMS PO | Bearing [O]| d& 4 dsmd

Ftune 1.569 911 28 GHz CBW 25.6 MHz

-20
Azimuth Cor North Ref. NSS Velocity

-40
-60
-80

@O Azimuth Elevation DF Quality RMS | Record Bearings
0° —
40 off

wgp / Jamod

0

N
~
o

A 1.56 157 158 180 3 Save
¥ Frequ ncy / GHz : Localization

Map
Ftune 1.57 GHz

f; T S : ) b - i Stop and Save
: <\ W f Localization

! 4

®
=

A

£ Sandstrabe
%??s
R gaersrate
s

®

P
W P
p Display

16|Lat Cenc. 48°27'249"N|Lat 48°27'26.4
1 LonCent. 9°13'425"E Lon 9°14'01.1"E

narda@‘,MlTiq www.narda-sts.com  © Narda Safety Test Solutions GmbH 19



narda A

The Hunt .
Safety Test Solutions

* At the height of the parking lot, you can see a large, broadband
signal in spectrum-view
R 20210512 @ 17:11:41 |E) {CFJ}‘[EE [Eﬂ [:] — T

9\
Atten. |Ref. Lev.

Spectrum +Pk RMS 31 | Bearing
20 Ftune 1.569 911 28 GHz CBW 25.6 MHz
Azimuth Corr North Ref. = GNSS Velocity
-40
-60
-80

@O Azimuth Elevation DF Quality Record Bearings
0°
] On off

wgp / Jamod

55 % -64.47 Save
dBm Localization

Map
Ftune 1.57 GHz

Stop and Save
Localization
ca on 4

$ g ‘ Display

o €N

Sehonbergs! badn

16| Lat Cent. 48"27'24.9”N;Lat 48°27'26.4"N
1 LonCent. 9°13'425"E Lon 9°14'01.1"E
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The Hunt .
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* Immediately after passing the parking lot, the open red triangle
is fading away and turns into a red dot.

P —— =\ (2] ] = o con.toc.
\ A

Atten. |Ref. Lev.

Spectrum
20 Ftune 1.569 911 28 GHz CBW 25.6 MHz

Azimuth Corr. = North Ref. = GNSS Velocity

-40

-60

-80

@O Azimuth Elevation DF Quality Record Bearings
0° =

On

wgp / Jamod

1.56 Save

1.57 4 &
Frequency / GHz -V Localization

Map
Ftune 1.57 GHz

Stop and Save
lizati
Localization 4

Display

ntributors, CC BY-SA

16|LatCent. 48°27'249"N|Lat 48°27'26.4"N
1 LonCent. 9°13'425°E|Lon 9°14'01.1"E

21
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The Hunt
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* For verification, the parking lot is approached from one more

direction
PR 20210512 @ 17:12:39 o ot ros
Q" dx . Loc.
Atten. |Ref. Lev.
Spectrum
20 Ftune 1.569 911 28 GHz CBW 25.6 MHz
Azimuth Corr North Ref. = GNSS Velocity
-40 ——
& @O Azimuth Elevation DF Quality Record Bearings
g On Off
-80
90°
-120
1.56 157 i e Al Save
Frequency / GHz m Localization
Map =N
Ftune 1.57 GHz Lon 9°13'41.7"E
Stop and Save
Localization 4
Display
16 Lat Cent. 48°27'249"N | Lat 48°27'26.4"N
1 LonCent. 9°13'425°E Lon 9°14'01.1"E
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The Hunt

* And even when parking directly next to the suspicious car, the
GPS of the SignalShark/ADFA remains unaffected

€ Cont. Loc.

021-05-12 @ 17:13:21 (SRS {{}}‘B; [Eﬂ [:]

% 4
Atten. |Ref. Lev.

Ftune 1.569 911 28 GHz CBW 25.6 MHz
Azimuth Corr

@O Azimuth
0°

North Ref. = GNSS Velocity

Elevation DF Quality Record Bearings

1.56 157
Freauencv / GHz

1

Lat 48°27'24.1"N

RMS
= 48 80 40 2
27 W 40 50
a . § 120

88 % -40.89 e

Lon 9°13'43

17|LatCent. 48°27'249"N|Lat
Lon Cent. 9°13'425"E|Lon

48°27'25.0"N
9°13'50.5"E

Localization

2 Stop a.nd Save
- % Localization 4
9
‘a5 58 '5&
=5 ik 16 14 42y 2
3 B $ %
37 15 13 z @
T 5
£
G W e N
2 Laiblinschiie (:!
apstrate 2
3 7
- W
& $
&
i w0l 2 S
ake £ .
e Phullinger Display
5 (3l 1t * Hallen A5H
=
] 100m ] Schanberghalle [ D OpensStreetMap contributors, CC BY-5A
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The full drive, recorded by screen-capture software narda A
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EH 20210512 @ 17:11:15 = . _
Q" x 4 @;B& [ED ﬂ'[:] -J"] :v € Cont. Loc.

Atten. | Ref. Lev.

-14.5

Spectrum +Pk RMS [0 | Bearing __d8 4 dBm,
20 Ftune 1.569 911 28 GHz CBW 25.6 MHz
Azimuth Corr.= 0.0° North Ref. = GNSS Velocity

-40
60
-80

O
@)

Azimuth Elevation DF Quality
0°
80

wgp / 13mMod

40

N
~
(=]

)

0

1.56 1.58 Sl e Save

A 1.57
v Frequency / GHz Localization

Map
Ftune 1.57 GHz

Stop and Save
Localization
|
%
§en
Sandstraie % % §
& ) o
3 £
% ; fO0 s
B, sauerat Rie® Q& i
bt R %‘*&& o
a0 £ ;___‘P.,; R :
¥ e, X i
1 | T
%‘3 V“““”a& atnstrae P F Ff 4 !
e $ i A\ i Display
\ahnar e i\ :
| 200 i I S \  Sehonbergstadon > b
2900 m \‘ _;/»- - ‘ ; 4 o i o
RL|Att. |0f. -14.5 dBm|0 dB| Off {Zoom Level 163 LatCent. 48°27'249"N ! Lat 48°27'26.4"N |
Input 1 LonCent. 9°13'425"E|Lon 9°14'01.1"E |
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The object under suspicion was found narda A
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* Alook through the side window of a
parked car confirms the suspicion, there
is something in the cigarette lighter.
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Summary narda A

Safety Test Solutions

* |s an automatic antenna as Narda ADFA/SignalShark sensitive enough to detect a small GPS-jammer?

—Yes, even such a small jammer installed inside a faraday cage (car) can be detected by SignalShark/ADFA

* Which is the maximum distance?
—For this specific situation appr. 200 meters

* If a jammer is active, is ADFA/SignalShark still able to operate?
—Yes

narda @MITEG www.narda-sts.com  © Narda Safety Test Solutions GmbH
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Don’t forget:
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* More videos available on our YouTube
channel.

O ® 2

* Please subscribe to our YouTube and

LinkedIn channel.
=

O

3 Youlube ™

Startseite
Shorts

Abos

Mediathek

Verlauf

Melde dich an, um Videos

® WWW. n a rd a —Sts . Co m mit "Mag ich” zu bewerten,

zu kommentieren und um
Kanale zu abonnieren.

@ Anmelden

Entdecken

%

®

Trends

Musik

Filme & Serien

Live

Gaming

Nachrichten

Sport

Lehrinhalte

Kandle finden

Mehr von YouTube

o
&)

YouTube Premium

YouTube Music

Suchen Q

(=

i 4 SignalShark Analyzer Zoom in Zoom out

Ml Narda Safety Test Solutions + 200 Aufrufe « vor 2 Jahren

SignalShark - Finding interference in mobile cellular networks with Narda SignalShark

Narda Safety Test Solutions * 620 Aufrufe « vor 1 Jahr

° Narda Automatic Antenna ADFA - Localization of GSM Station Pfullingen

SignalShark

Narda Safety Test Solutions

Narda Safety Test Solutions * 165 Aufrufe « vor 1 Jahr

=+ 2

4
P Alle ansehen >3 Zufallsmix

Narda SignalShark vs. Anritsu Spectrum Master, Tektronix H500/600, Rohde&Schwarz PR100/DDF007

Narda Safety Test Solutions * 817 Aufrufe » vor 1 Jahr

4 Narda SignalShark - Basic use of SignalShark

Narda Safety Test Solutions * 371 Aufrufe » vor 1 Jahr

Webinar - SignalShark ADFA - Finding Interference in Mobile Cellular Networks

Narda Safety Test Solutions + 321 Aufrufe » vor 1 Jahr

Narda - SignalShark - Features

Narda Safety Test Solutions * 314 Aufrufe - vor 1 Jahr

Narda - SignalShark - Seven senses for signals

Narda Safety Test Solutions + 178 Aufrufe = vor 1 Jahr

\ e ™y

9 Narda Safety Test Solutions * 120 Aufrufe « vor 1 Jahr
uToRAL

AR n SignalShark - Detectors and Traces in Spectrum Mode

DETECTORS & TRACES I

SPecTRUM MODE &

narda@iymiT=q
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With over 70 years of design, manufacturing of RF
Radiation Test & Measurement Equipment covering a
frequency range from DC to 100 GHz

“We are the Worlds Leader”
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