
LOCATING JAMMERS FROM A TO Z
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What is a jammer?
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What does the FCC say about jammer?
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• 20 Years ago, jamming was only known 

to military and government

• E.g., protection of military or presidential 

vehicles against IED (Improvised 

explosive device). 

• Today, you can buy jamming equipment via the internet 

froŵ 7 U“$/€
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Past and Today
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To iŶteŶtioŶally ďloĐk or iŶterfere ǁith GP“ sigŶals to ĐoŶĐeal oŶe’s loĐatioŶ/aĐtiǀity.

• Stealing of luxury car (no alarm possible)

• Prevent employees from accurately tracking vehicles, time on the road, unauthorized use of vehicle

• Car-Insurance fraud (No assessment of driving habits or distance traveled)

• Blocking alarms during bank-robbery

• Preventing communication of security forces during a protest

• Concealing the location of a device
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Why do people use GPS jammers:
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GPS Spoofing:

• Deliberately transmit GPS like signals which tricks GPS 

receivers into believing the signal is from a different location 

then they actually are.

• Capture signals from a different position and re-broadcast 

them.

Why

• Cause vessels off course into hostile waters

• Disable a vessel in low waters or sand bank.

• Hide activity illegal activity

• Hide military operations, stealth.
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Spoofing of GPS Signals, Jammers evil Twin
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Detection of a GPS Jammer

7



www.narda-sts.com     © Narda Safety Test Solutions GmbH 

• GPS-satellites are in an altitude of 

20,000 km / 12,600 miles

• Their signal on earth is very small, which means 

they are easily disturbed

• The most popular GPS-Band is in the upper L-

Band @ 1575.42 MHz
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How does a GPS Signal look like?

GRAFIK: GSSC.ESA.INT/
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• Is an automatic antenna as Narda 

ADFA/SignalShark sensitive enough to 

detect a small GPS-jammer?

• Which is the minimum distance?

• If a jammer is active, is ADFA/SignalShark 

still able to operate?

Remember, automatic localization 

process is based on GPS-information
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Major questions:
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• A colleague reported that she repeatedly 

had problems with her car's navigation 

system in a parking lot.

• The suspicion: another car with a GPS 

jammer.
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Lucky coincidence: 
GPS problems reported from a parking lot close to Narda factory
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• GPS Spectrum allocation (L1):

– Fcent 1.57 GHz

– Bandwidth 24 MHz

• Setting SignalShark Spectrum into the same range

– Fcent 1.57 GHz

– BaŶdǁidth 40 MHz to ͞see͟ also the surrouŶdiŶg
– Full sensitivity, Attenuator 0 dB

• Noǁ, speĐtruŵ is shoǁiŶg ͞sileŶĐe͟

12

Setting of SignalShark Spectrum-view
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• GPS Spectrum allocation:

– Fcent 1.57 GHz

– Bandwidth 24 MHz

• Setting SignalShark Bearing into the same range

– Fcent 1.57 GHz

– Channel Bandwidth 25 MHz, marked as a blue window inside 

Spectrum-view
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Setting of SignalShark Bearing-view
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• North reference is the GNSS velocity
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Setting of SignalShark Bearing-view
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• RMS level inside the blue window is displayed by the bar-graph

• Threshold (red bar) for RMS level is set above the RMS-level, so 

only bearing results with a level just above noise will be 

accepted
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Setting of SignalShark Bearing-view
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• Bearing direction will be indicated inside the polar diagram and 

as a red line inside the map
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Setting of SignalShark Bearing-view
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• The map section has been chosen so that the parking lot is in 

the center
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Setting of SignalShark Map-view
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• Red point is indicating the current position of the car, 

• Attached black pointer the direction of measurement antenna 

ADFA
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The Hunt
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• First valid bearing result from a distance of approx. 200 meters

• Open red triangle is telling continue driving north-west
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The Hunt
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• At the height of the parking lot, you can see a large, broadband 

signal in spectrum-view
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The Hunt
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• Immediately after passing the parking lot, the open red triangle 

is fading away and turns into a red dot. 
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The Hunt
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• For verification, the parking lot is approached from one more 

direction 
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The Hunt
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• And even when parking directly next to the suspicious car, the 

GPS of the SignalShark/ADFA remains unaffected
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The Hunt
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The full drive, recorded by screen-capture software
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• A look through the side window of a 

parked car confirms the suspicion, there 

is something in the cigarette lighter.
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The object under suspicion was found
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• Is an automatic antenna as Narda ADFA/SignalShark sensitive enough to detect a small GPS-jammer?

–Yes, even such a small jammer installed inside a faraday cage (car) can be detected by SignalShark/ADFA

• Which is the maximum distance?

–For this specific situation appr. 200 meters

• If a jammer is active, is ADFA/SignalShark still able to operate?

–Yes
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Summary



www.narda-sts.com     © Narda Safety Test Solutions GmbH 

• More videos available on our YouTube 

channel. 

• Please subscribe to our YouTube and 

LinkedIn channel.

• www.narda-sts.com
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Don’t forget:
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With over 70 years of design, manufacturing of RF 

Radiation Test & Measurement Equipment covering a 

frequency range from DC to 100 GHz

͞We are the Worlds Leader”
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